	🔐  Credential Vault for Confluence
User Guide  —  v2.0



Credential Vault is a secure password and MFA manager that lives directly inside Confluence Cloud pages. Credentials are encrypted in your browser before being stored — nobody else can read them, including Atlassian.

1  Getting Started
1.1  Adding the vault to a page
1. Open any Confluence page and click Edit
1. Type /Credential Vault in the editor body
1. Select Credential Vault from the macro suggestions list
1. Click Save or Publish the page
Each Confluence page with the macro has its own independent vault.

1.2  Creating your PIN
		  ┌───────────────────────────────────────────┐

	  │              🔐                            │

	  │        Create your vault                  │

	  │                                            │

	  │  Set a PIN to encrypt your credentials.   │

	  │  Only you can unlock this vault.           │

	  │                                            │

	  │  ┌──────────────────────────────────────┐ │

	  │  │          ● ● ● ● ●                   │ │

	  │  └──────────────────────────────────────┘ │

	  │  ┌──────────────────────────────────────┐ │

	  │  │          ● ● ● ● ●                   │ │

	  │  └──────────────────────────────────────┘ │

	  │                                            │

	  │  ⚠️  Write your PIN down before you       │

	  │     continue — it cannot be recovered     │

	  │     if forgotten.                         │

	  │                                            │

	  │       [ Create vault ]                     │

	  └───────────────────────────────────────────┘




	Screen 1.2 — First-time vault creation with recovery warning



	⚠  Your PIN is never stored anywhere. If you forget it, your credentials cannot be recovered — this is by design. Write it down and store it in a personal password manager (e.g. 1Password, Bitwarden, LastPass) before clicking Create vault.



After creating the vault, you can change your PIN at any time via Settings (⚙️ icon) without losing any data. See Section 5 — Changing Your PIN.

2  The Vault Interface
		  ┌─────────────────────────────────────────────────────────────┐

	  │ 🔐 Credential vault                 [+ Add] [⚙️]  [🔒]     │

	  │    12 entries                                                │

	  │ 🕐 Auto-locks after 10 min of inactivity                    │

	  ├─────────────────────────────────────────────────────────────┤

	  │ 🔍 Search name, username, URL…                     [✕]      │

	  │ [All] [Work] [Personal] [Finance] [Servers]  Sort: A→Z  ▾  │

	  ├─────────────────────────────────────────────────────────────┤

	  │ 🔑 GitHub             [Work] [MFA]       [⎘] [✎] [✕]  ›   │

	  │ 🔑 AWS Console        [Work] [MFA]       [⎘] [✎] [✕]  ›   │

	  │ 🔑 Personal Gmail  [Personal]            [⎘] [✎] [✕]  ›   │

	  │ 🔑 Prod Database    [Servers]            [⎘] [✎] [✕]  ›   │

	  └─────────────────────────────────────────────────────────────┘




	Screen 2 — Main vault view with search, category filters, and sort



	Button / Icon
	Action

	+ Add
	Open the new credential form

	⚙️
	Open Settings: Change PIN, Export, security info

	🔒
	Lock the vault immediately, clearing all data from memory

	⎘  Duplicate
	Clone an entry into the edit form (creates a copy)

	✎  Edit
	Open the entry edit form

	✕  Delete
	Permanently remove an entry (with confirmation)

	›  Expand
	Click the entry row to reveal credentials



3  Adding & Editing Credentials
3.1  Credential fields
	Field
	Required
	Description

	Name / site
	Required
	A label, e.g. "GitHub" or "AWS Console"

	Category
	Optional
	Work, Personal, Finance, Servers, Social, Other

	URL
	Optional
	Login URL — shown as a clickable link in the entry

	Username or email
	Required
	The login username or email address

	Password
	Required
	The account password

	MFA secret
	Optional
	Base32 TOTP key for two-factor authentication

	Notes
	Optional
	Recovery codes, account numbers, hints



3.2  Password generator & strength meter
		  ┌────────────────────────────────────────────────────────┐

	  │  Password                                              │

	  │  ┌─────────────────────────────────────┐ 👁  ⟳Generate│

	  │  │ ●●●●●●●●●●●●●●●●●●●●                │             │

	  │  └─────────────────────────────────────┘             │

	  │                                                        │

	  │  Strength:  ████ ████ ████ ████  Strong               │

	  │                                                        │

	  │  [🔍 Check for breaches]                              │

	  │  ✓ Not found in any known breaches                    │

	  └────────────────────────────────────────────────────────┘




	Screen 3.2 — Password field with generator, strength meter, and breach check



1. Click ⟳ Generate to create a cryptographically random 20-character password (uppercase, lowercase, digits, symbols).
1. The strength meter shows four coloured segments: Weak (red) / Fair (amber) / Good (blue) / Strong (green).
1. Click 🔍 Check for breaches to run a Have I Been Pwned check (see Section 3.3 below).

3.3  Breach checking (Have I Been Pwned)
When you click Check for breaches, the vault sends only the first 5 characters of a SHA-1 hash of your password to the Have I Been Pwned API. Your actual password and the full hash never leave your browser (this is called k-anonymity).

	Result
	Meaning

	✓  Not found in any known breaches
	Password is clean — not in any breach database

	⚠  Found in N breaches
	Password has been exposed. Change it immediately.

	Check skipped
	API unavailable. Result not shown; saving is not blocked.



3.4  Setting up MFA codes
When enabling 2FA on any website, look near the QR code for:
1. "Can't scan the QR code?"
1. "Enter setup key manually"
1. "Show secret key"

That base32 string (e.g. JBSWY3DPEHPK3PXP) is your TOTP secret. Paste it into the MFA secret field.
	💡  Already set up 2FA elsewhere? Most authenticator apps (Google Authenticator, Authy, 1Password) let you view or export the underlying secret key via their account settings.



4  Viewing and Using Credentials
		  ┌──────────────────────────────────────────────────────────┐

	  │ 🔑 GitHub                    [Work] [MFA]  [⎘] [✎] [✕] │

	  ├──────────────────────────────────────────────────────────┤

	  │  USERNAME                                                │

	  │  john.smith@company.com                          [ ⧉ ]  │

	  │                                                          │

	  │  URL                                                     │

	  │  github.com                                      [ ⧉ ]  │

	  │                                                          │

	  │  PASSWORD                                                │

	  │  ●●●●●●●●●●●●                              [ 👁 ] [ ⧉ ] │

	  │                                                          │

	  │  MFA CODE                                                │

	  │  ██████ (blurred)                          [ ⧉ ] [ 👁 ] │

	  │  ▓▓▓▓▓▓▓▓▓▓▓▓▓░░░░░░░░░░░░░░░░░ 18s                   │

	  │                                                          │

	  │  NOTES                                                   │

	  │  Backup codes: 83920 49201 77341                [ ⧉ ]  │

	  │                                                          │

	  │  Created 3d ago · Modified 1d ago · Used just now       │

	  └──────────────────────────────────────────────────────────┘




	Screen 4 — Expanded entry: hidden password, blurred MFA, all copy buttons



Every sensitive field is hidden by default. The recommended workflow is to use the ⧉ copy button — you never need to reveal a password or MFA code to use it.

	Field
	Behaviour

	USERNAME
	Always visible. ⧉ copies to clipboard.

	URL
	Shown as clickable link. ⧉ copies the URL.

	PASSWORD
	Hidden (●●●●●●●●). Click 👁 to reveal, or ⧉ to copy without revealing.

	MFA CODE
	Blurred by default. Click 👁 to reveal, or ⧉ to copy the live code without revealing.

	NOTES
	Shown as plain text. ⧉ copies the full notes.



	✓  Best practice: always use the ⧉ copy button. Sensitive values are copied securely without ever appearing on screen. A brief "password copied" confirmation appears at the bottom of the page.



4.1  MFA countdown timer
		  ┌──────────────────────────────────────────────────────────┐

	  │  MFA CODE                           [ ⧉ ]  [ 👁 ]       │

	  │  ██████ (blurred)                                        │

	  │                                                  22s     │

	  │  ▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓▓░░░░░░░░░░░░  ████████████       │

	  └──────────────────────────────────────────────────────────┘

	

	  ┌──────────────────────────────────────────────────────────┐

	  │  MFA CODE                           [ ⧉ ]  [ 👁 ]       │

	  │  ██████ (blurred)                                        │

	  │                                                   7s     │

	  │  ▒▒▒▒▒▒▒░░░░░░░░░░░░░░░░░░░░░░░░░░  ████ (amber)      │

	  └──────────────────────────────────────────────────────────┘




	Screen 4.1 — MFA timer: normal (blue) and expiring soon (amber/red)



1. Timer turns amber at 10 seconds, red at 5 seconds.
1. A new code is generated automatically every 30 seconds.
1. Opening an entry records a last used timestamp — visible at the bottom of the card.

5  Categories and Sorting
5.1  Assigning a category
When adding or editing an entry, click any category pill to assign it. Click None to remove.
Available categories: Work  ·  Personal  ·  Finance  ·  Servers  ·  Social  ·  Other
		  Category (optional)

	  ┌────────────────────────────────────────────────────┐

	  │ [None] [Work ✓] [Personal] [Finance]              │

	  │        [Servers] [Social]  [Other]                 │

	  └────────────────────────────────────────────────────┘




	Screen 5.1 — Category pill selector in the entry form (Work selected)



5.2  Filtering by category
		  ┌──────────────────────────────────────────────────────────┐

	  │ 🔍 Search…                                               │

	  │                                                          │

	  │ [All]  [Work ✓]  [Personal]  [Finance]  [Servers]       │

	  │                                      Sort: A → Z  ▾     │

	  ├──────────────────────────────────────────────────────────┤

	  │ 🔑 AWS Console        [Work] [MFA]   [⎘] [✎] [✕] ›    │

	  │ 🔑 GitHub             [Work] [MFA]   [⎘] [✎] [✕] ›    │

	  │ 🔑 Jira               [Work]         [⎘] [✎] [✕] ›    │

	  └──────────────────────────────────────────────────────────┘




	Screen 5.2 — Category filter active (Work selected), search + sort visible



5.3  Sort options
	Sort option
	Description

	A → Z
	Alphabetical by entry name (default)

	Z → A
	Reverse alphabetical

	Newest first
	Most recently created entries at the top

	Oldest first
	Original creation order

	Recently used
	Entries you opened most recently appear first



6  Changing Your PIN
You can change your vault PIN at any time without losing any data. All entries are re-encrypted with the new PIN immediately.
		  Step 1 — Verify current PIN

	  ┌────────────────────────────────────┐

	  │  Change PIN                   [✕]  │

	  │                                    │

	  │  Enter your current PIN to         │

	  │  continue.                         │

	  │                                    │

	  │  Current PIN                       │

	  │  ┌──────────────────────────────┐  │

	  │  │  ● ● ● ● ●                   │  │

	  │  └──────────────────────────────┘  │

	  │                                    │

	  │       [Cancel]   [Continue]        │

	  └────────────────────────────────────┘

	

	  Step 2 — Set new PIN

	  ┌────────────────────────────────────┐

	  │  Change PIN                   [✕]  │

	  │                                    │

	  │  New PIN                           │

	  │  ┌──────────────────────────────┐  │

	  │  │  ● ● ● ● ● ● ●               │  │

	  │  └──────────────────────────────┘  │

	  │  Confirm new PIN                   │

	  │  ┌──────────────────────────────┐  │

	  │  │  ● ● ● ● ● ● ●               │  │

	  │  └──────────────────────────────┘  │

	  │                                    │

	  │  ⚠️ Write down your new PIN before │

	  │     saving — it cannot be recovered│

	  │     if forgotten.                  │

	  │                                    │

	  │       [Cancel]  [Set new PIN]      │

	  └────────────────────────────────────┘




	Screen 6 — Change PIN: two-step flow (verify current, then set new)



1. Click ⚙️ in the vault header to open Settings
1. Click Change PIN
1. Enter your current PIN to verify
1. Enter and confirm your new PIN
1. Click Set new PIN — all entries are re-encrypted immediately
	⚠  Write down your new PIN before clicking Set new PIN. Like the original, it cannot be recovered if forgotten.



7  Recovery if You Forget Your PIN
	⚠  There is no server-side recovery. Your PIN is never stored anywhere. Without the correct PIN, the AES-GCM encrypted data cannot be decrypted. This is intentional — it protects your credentials from anyone else too.



7.1  If you are still logged in
1. Go to ⚙️ → Change PIN and set a new PIN you will remember.
1. Export your credentials via ⚙️ → Export to CSV as a backup before you lock.

7.2  If you have already been locked out
Unfortunately, the encrypted credentials cannot be recovered without the PIN. The vault will need to be reset (contact your Atlassian administrator to clear the Forge storage for the page).

7.3  Prevention
1. Store your vault PIN in your personal password manager.
1. Keep a printed copy in a secure physical location.
1. Always heed the "write this down" warning on first setup and PIN changes.
1. Use ⚙️ → Export to CSV periodically to maintain a backup.

8  Duplicating an Entry
Click the ⎘ duplicate icon on any entry header to open a pre-filled copy of that entry in the edit form. The name is automatically prefixed with "(copy)". Useful for multiple accounts on the same service.
		  Before:

	  🔑 GitHub (personal)  [Personal] [MFA]   [⎘] [✎] [✕]  ›

	

	  After clicking ⎘ — Edit form opens pre-filled:

	  ┌──────────────────────────────────────────────────┐

	  │  New credential                             [✕]  │

	  │                                                  │

	  │  Name / site                                     │

	  │  GitHub (personal) (copy)                        │

	  │                                                  │

	  │  Category: [Personal ✓]                          │

	  │  URL: github.com                                 │

	  │  Username: john@personal.com                     │

	  │  Password: ●●●●●●●●●●●●                         │

	  │  ...                                             │

	  └──────────────────────────────────────────────────┘




	Screen 8 — Duplicate entry: ⎘ opens the edit form pre-filled with a copy



9  Auto-Lock
The vault automatically locks after 10 minutes of no user activity. A reminder is shown below the header.
1. Activity includes: mouse movement, keystrokes, scrolling, or touch events.
1. The timer resets on any interaction.
1. The vault also locks when you navigate away or refresh the page.
1. Click 🔒 in the header to lock immediately at any time.

	💡  When the vault auto-locks, all decrypted credentials are cleared from browser memory. No sensitive data remains accessible until you re-enter your PIN.



10  Exporting Your Data
Export all vault credentials to a CSV file for backup or migration via ⚙️ → Export to CSV.
	CSV Column
	Contents

	Name
	Entry name / site label

	Category
	Work, Personal, etc. (if assigned)

	URL
	Site URL (if set)

	Username
	Login username or email

	Password
	Password in plain text

	MFA Secret (TOTP Key)
	Raw base32 TOTP secret — importable into any authenticator app

	Notes
	Notes field contents

	Created
	Date the entry was created

	Modified
	Date the entry was last edited

	Last Used
	Date the entry was last opened


	⚠  The exported CSV is not encrypted. Treat it like a master password list. Store it in a secure location and delete it once you have finished using it.



11  Plans and Licensing
	Feature
	Free
	Paid

	Credential entries
	Up to 3
	Unlimited

	PIN encryption
	✓
	✓

	Change PIN
	✓
	✓

	MFA code generation
	✓
	✓

	Password generator
	✓
	✓

	Breach checking (HIBP)
	✓
	✓

	Categories & sorting
	✓
	✓

	Entry timestamps
	✓
	✓

	Duplicate entry
	✓
	✓

	CSV export
	✓
	✓

	Auto-lock (10 min)
	✓
	✓

	Any device / network
	✓
	✓

	30-day free trial
	—
	✓



12  Security Summary
	Property
	Detail

	Encryption
	AES-GCM 256-bit, performed entirely in the browser

	Key derivation
	PBKDF2 · 200,000 iterations · unique random salt per entry

	TOTP generation
	HMAC-SHA1 via Web Crypto API — entirely in-browser, never sent to server

	Breach checking
	k-anonymity via Have I Been Pwned (5-char SHA-1 prefix only)

	Storage
	Encrypted blobs in Atlassian Forge KV Storage

	PIN handling
	Never stored. Only a SHA-256 hash is kept for verification

	Auto-lock
	After 10 minutes of user inactivity

	Data scope
	Per Confluence page; shared among users with page access

	External servers
	None. All data stays within Atlassian's infrastructure
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